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EXECUTIVE SUMMARY 

 

The growth of the Internet in the last decade is one of the most awe-inspiring 

advancements in communications in the last half century.  Just as television brought Americans 

together in living rooms across the country in the 1950’s, the growth of digital technologies in 

the last decade has brought people from around the globe together in an era of instantaneous 

communications.  The Internet has been a benefit to many, including business owners, students, 

researchers and consumers.  It provides a global forum to share information and engage in 

commerce.  It has also provided an avenue for illicit and dangerous activities. 

 

The findings and recommendations in this report are the result of a comprehensive study 

of cyber crimes against children by the New York State Commission of Investigation that began 

in April 2006.  As part of that study, the Commission held three public hearings.  In Albany, 

Buffalo, and New York City, the Commission heard from experts in law enforcement, Internet 

safety groups, computer services providers, and representatives of victims of cyber crimes and 

related non-criminal threats to children, such as bullying via cyberspace.  The Commission also 

heard recommendations as to how some of these issues can be addressed. 

 

Before the advent of the Internet, law enforcement had made substantial strides toward 

eradicating child pornography, which had, until then, consisted of hard copy photographs.  The 

Internet now provides a forum for the sale and exchange of child pornography – and once 

pornographic images are introduced to the Internet, they have the potential to remain there 

forever. 

 

Where the image of a child predator before the Internet was a lurking stranger in a 

raincoat, today’s cyber predators can seek out victims in the privacy of their homes.  Internet 

access permits contact between children and predators who seek to lure them for sex.   Of course, 

no parent would let a son or daughter meet with a stranger – let alone meet in the child’s 

bedroom – but technology now allows that. 

 



ii 
 
 

Today’s youth have grown up on the Internet.  Young people now surf the Web, enter 

chat rooms where they have no idea with whom they are corresponding, and create web pages 

within social networking web sites like MySpace and Xanga, where they post personal 

information and pictures.  As children of every generation did before them, too many feel that 

they know better than their parents and teachers how to protect themselves and whom they 

should trust and have as friends. 

 

The Internet has also created a new avenue for children to bully each other, sometimes 

with tragic consequences.  Where, in the past, it was difficult enough to erase nasty graffiti or 

stop rumors, the Internet gives rumors – or worse, pictures – a permanent home.  Cell phone 

cameras make it easier for kids to take pictures that embarrass others – pictures of kids in a 

locker room shower, for example – and to forward them to others so that they remain in 

cyberspace forever. 

 

During its investigation, the Commission learned that Internet service providers and 

social networking sites such as MySpace have taken steps to address the problems of cyber 

predators and cyber bullying.  Still, critics have argued that their steps are insufficient.  

Moreover, while law enforcement has responded ably to the threat of cyber crime, obstacles to 

successful investigation and prosecution remain.  These include the current interpretation of the 

State’s Disseminating Indecent Material statute, the lack of a graduated sentencing structure for 

persons convicted of child pornography offenses, inadequate sentencing for cyber crime 

offenses, the lack of a luring statute, and others outlined in the Commission’s report. 

 

Based upon its investigation, the Commission recommends the following: 

 

Define “Depicts” as Applied to Disseminating Statute 

 

The Commission recommends that the word “depicts” in Penal Law Section 235.22 – 

Disseminating Indecent Material to Minors – be defined to specifically include depiction of 

indecent material by words or pictures.  This recommendation addresses the recent Appellate 
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Division, Second Department, decision in People v. Kozlow, which held that “depicts” could 

only apply to sexually explicit pictures, not text. 

 

Institute Graduated Sentencing for Child Pornography Offenses 

 

The Commission recommends that sentencing for those convicted child pornography 

offenses be based upon the number of images possessed or promoted.  Currently, State law 

makes no provision for graduated sentencing based on the number of images of child 

pornography possessed or promoted by an offender.  In order to seek longer periods of 

incarceration, prosecutors must charge one count for each image possessed or promoted.  For 

example, in order to prosecute a defendant for possession or promotion of one thousand images 

of child pornography, prosecutors are required to charge the defendant with one thousand counts, 

which is highly impractical.  Accordingly, the Commission recommends that a graduated 

sentencing structure be instituted, and that it be combined with longer sentences for these crimes, 

as described below. 

 

Increase Punishment for Cyber Crimes Against Children 

 

Sentencing under State statutes that address cyber crimes against children, namely the 

Disseminating and child pornography statutes, is insufficient, considering the severity of the 

crimes and the age of its victims.  The Commission recommends that the length of sentences for 

these crimes be increased.  In tandem with graduated sentencing, the length of sentences for 

convictions under the child pornography statutes should be increased so that a person convicted 

of possession or promotion of 10 or more images would fall into the category of a class D felony, 

and a person convicted of 100 or more images would fall into the category of a class C felony.  

The Commission recommends that Disseminating Indecent Material in the First Degree be raised 

to a class C felony, from its current status as a class D felony. 
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Create an Independent Luring Statute  

 

The Commission recommends that New York State criminalize, as a class C felony, the 

act of enticing a child into an area or act by false promises or rewards, where the child’s welfare 

would likely be endangered.  Currently, no New York State statute criminalizes the luring of a 

minor – over the Internet or otherwise – for the purpose of committing a violent or sexual act.  

Accordingly, the luring of a minor that occurs wholly within New York can only be prosecuted 

as Endangering the Welfare of a Child, a class A misdemeanor. 

 

Amend Sex Offender Registration Act Scoring for Cyber Predators 

 

The Commission recommends that scoring of convicted sex offenders under the Sex 

Offender Registration Act reflect the age that the offender believed the victim to be.  Currently, 

where police conduct a sting operation with a detective posing as a minor, the offender’s 

perception is not considered, even where evidence reflects that the offender thought he was 

soliciting sex from a minor.  Additionally, a defendant’s possession of child pornography should 

be taken into consideration for SORA scoring purposes.  SORA’s purpose is to protect the 

public, and the inclusion of these factors will ensure accurate assessment and determination of 

the defendant’s risk to children and to the general public. 

 

Allow Business Records Hearsay Exception for Internet Service Provider Information 

 

The Commission recommends that State law be amended to permit the introduction of 

Internet service providers’ account information into grand juries via affidavit.  Currently, basic 

information such as subscriber information and usage logs – information that is maintained in an 

ISP’s regular course of business – must be introduced through testimony from an ISP’s 

representative. 
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Institute Mandatory Internet Safety Curriculum in Schools 

 

The Commission recommends that the State institute a mandatory Internet safety 

curriculum throughout all public schools.  The curriculum should evolve as new threats are 

identified.   Just as the State’s schools have historically played an important role in tackling 

critical issues such as drug use and teenage pregnancy through school classes, they can play an 

important role by teaching children to protect themselves from cyber crime and related issues. 

 

Increase Resources for Law Enforcement and Public Awareness 

 

The Commission recommends that the State allocate additional, dedicated resources to 

assist in law enforcement efforts to combat Internet crimes against children.  Additional  

resources are also necessary to increase public awareness, especially among parents who do not 

understand the threat that cyber crimes represent. 
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INTRODUCTION 

 

The Internet and portable digital technologies such as cell phones have brought 

people together from around the globe and have provided an avenue for information to 

flow freely.  From those engaged in commerce to those with an interest in the latest 

sports scores to grandparents wishing to stay in touch with distant grandchildren, recent 

advances have provided a wonderful benefit.   

 

Only nineteen years have passed since the first commercial e-mail was sent,1 yet 

today’s children have grown up with the Internet.  According to the National Center for 

Missing & Exploited Children (“NCMEC”), thirty million children now regularly use it.2  

While the benefits provided by technology are tremendous,3 technology also has a 

terrible downside.  It provides the means for predators to lure children, as recent media 

coverage has amply reflected.4  It also allows pornographic images of children to be sent 

to every corner of the world.  Technology enables children to engage in a new form of 

harassment using the Internet, known as “cyber bullying.” 

 

The Commission began investigating issues involving cyber crimes against 

children in April 2006, and held hearings on these issues in Albany in June, in Buffalo in 

October, and New York City in November.  The Commission sought to understand the 

problems associated with these crimes.  While the media have carried stories on cyber 

criminals, the Commission sought to understand where legal loopholes exist and, as a 

result, what kinds of legislation might address these loopholes.  The Commission also 

sought to understand what law enforcement, technology providers, Internet safety groups, 

schools, and parents are doing to address the problems. 

                                                 
1 MCI Mail and CompuServe, the first commercially sanctioned e-mail services, connected to the Internet 
in 1988 and 1989.  The first dial-up Internet service provider, The World, began providing service in 1989.  
See http://www.fcc.gov/omd/history/internet/common-standards.html. 
2 Testimony of Edward Suk, June 14, 2006, at 53 (Mr. Suk is NCMEC’s New York Regional Director). 
3 A report from the Girl Scout Research Institute noted that, “In addition to communicating with friends 
and doing school and personal research, girls are also able to use the Internet to get more information about 
topics they know little or nothing about.  For example, one girl researched eating disorders when she 
thought a friend was anorexic.”  Whitney Roban, The Net Effect: Girls and New Media, Girl Scouts  of the 
USA, at 40-41 (2002). 
4 Dateline NBC’s To Catch A Predator series is most prominent.  See www.msnbc.msn.com/id/10912603.  
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INTERNET-RELATED CRIMES AND OTHER THREATS TO CHILDREN 
 

Computer-Savvy Children and Cyber Predators 

 

Children are now growing up with access to cell phones, digital cameras, 

computers, and the Internet – often in one piece of hardware – and many children know 

more about digital communication technology than their parents and guardians.  

Children’s use of digital communication technology, such as online social networking 

sites, carries risks that they often dismiss or do not fully understand.  Many parents do not 

understand technology well enough and are not sufficiently familiar with the risks to 

effectively guard against them. Where parents are technically savvy, and supervise their 

children at home, children can still access friends’ computers and other technology.  As a 

result, children are often exposed to inappropriate material. 

 

A recent NCMEC/University of New Hampshire study found that as many as one 

in seven children now report having received a sexual solicitation online within the 

previous year,5 but less than ten percent of these solicitations were reported to 

authorities.6   Other highlights from the study included a “pronounced increase in Internet 

users age ten through seventeen who were exposed to unwanted sexual material, fully 

one-third in 2005, compared to twenty-five percent in the previous study.  The study 

attributed this rise in part to the aggressive tactics by pornography marketers, and the 

increased speed and capacity of computers and Internet connections to transmit images of 

child pornography.”7  Online harassment also rose from six to nine percent, which is 

consistent with growing indicators of online incivility among youth.8 

 

                                                 
5 See http://www.missingkids.com/missingkids/servlet/ResourceServlet?LanguageCountry=en_US&PageId 
=2530.  According to the NCMEC study, 34 percent of children are receiving “unwanted, unrequested 
sexual content – up from just 25 percent five years ago, and this despite the fact that today, 55 percent of 
America’s homes are using filtering and blocking software as opposed to just 33 percent five years ago.”  
Testimony of Ernie Allen, Nov. 16, 2006, at 13. 
6 Testimony of Edward Suk, Oct. 5,  2006, at 13-14. 
7 Id. at 14. 
8 Testimony of Edward Suk, Oct. 5,  2006, at 14. 
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While children are becoming facile at computers and other digital devices at an 

early age, they often lack the maturity to understand the consequences of their actions in 

corresponding with others online.  As studies and experts’ experience reflect, “[online] 

sex abuse cases are not characterized by deception, abduction or force.”9  Moreover, 

online relationships develop quickly and generally lack adult supervision.  “The same 

factors that make online dating popular – communications to establish common interests, 

beliefs, and trust – are also enabling to online predators.”10 

 

 The Commission had the opportunity to hear from one teenager, Lizbeth Block, 

who interacted with an online sexual predator.  Ms. Block told the Commission that,  

 
two years ago, when I was thirteen, me and a friend went 
into a chat room. We thought it would be fun just to -- just 
to, you know, get the feel of it and everything. And 
somebody I.M.'d me, and we got to talk to each other; we 
got to know each other. And I think it went on for about 
three to four weeks.  
 
And he I.M.'d me one day. I didn't know who he was. He 
never told me how old he was. He never sent me a picture 
of him. And at the time, I had a web cam, so he knew what 
I looked like, and he knew how old I was.  And it went on 
for about a few weeks, and then he called me, because he 
knew my last name; he knew where I lived, so I guess he 
found the information online about me. So, that's how he 
got my number. He called, and we planned to meet. And I 
never thought that he was any more than seventeen years 
old, because . . . that's all he really seemed like, how old he 
was.11 

 
 

                                                 
9 Testimony of Ronald Stevens, June 14, 2006, at 31, citing University of New Hampshire 2006 study.   
(Ronald Stevens is a New York State Police Captain, and is in charge of the State Police Computer Crime 
Unit.  His responsibilities include operation of the New York State Internet Crimes Against Children Task 
Force, or “ICAC.”  The role of ICAC in addressing cyber crimes against children is discussed later in this 
report.)  Some experts in law enforcement have theorized that predators may eventually try to use phishing 
– soliciting personal information online through bogus web sites or e-mails – to convince children to 
provide personal information.  Salvatore Paladino of the Cyber Science Lab in Rome, New York, testified 
that, by using a trusted name such as Nickelodeon, a cyber predator might be able to trick children.  
Testimony of Salvatore Paladino, Nov. 15, 2006, at 223-24. 
10 Testimony of Ronald Stevens, June 14, 2006, at 33. 
11 Testimony of Lizbeth Block, Oct. 5, 2006, at 23-24. 
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Though Ms. Block thought he was a teenager, the predator, Charles Hawkins, Jr., 

turned out to be forty-eight years old.  Luckily, Ms. Block’s parents found out about her 

meeting, and informed law enforcement.  Hawkins was arrested and successfully 

prosecuted.  Ms. Block reflected that, when she began corresponding with the predator, it 

would have been difficult for someone to convince her not to do so: 

 

If somebody tried to tell me at the time, I probably would 
have just backed them away, because I was talking to him; 
he didn't seem bad. So I probably would have been, “Who 
cares. I'm just going to do this.”  I was just not really caring 
about anybody else, what they were saying to me. It was 
just, I'm going to do my own thing. Leave me alone.12 

 

Members of law enforcement impressed upon the Commission the importance of 

recognizing who predators are and why it is important for law enforcement to understand 

the characteristics and potential dangers of those whom it is investigating.  The officer in 

charge of the New York State Police Computer Crime Unit, Captain Ronald Stevens, 

noted that “[a] professional person who victimizes a child, if caught, will be unable to 

return to the profession . . . .  [This can] create a detached and potentially a dangerous 

criminal to the victim, [the victim’s] family, . . . and law enforcement.”  Being watched in 

their own communities can drive predators online, and can extend their range when 

choosing victims, as law enforcement experts noted and recent exposés of cyber predator 

“travelers” have shown.13 

 

The Commission learned from Keene, New Hampshire, Detective James 

McLaughlin that his town of 25,000 residents has been a destination for sex offenders 

because it is off the beaten path, and “when people leave a community they’re invested 

in, it gives them more freedom to act out where they’re not known.  It gives them a 

certain amount of safety in offending.”  Offenders, who are overwhelmingly male, have 

arrived in Keene on foot, on bicycles, on trains, in rented cars, and even on planes from 

                                                 
12 Testimony of Lizbeth Block, Oct. 5, 2006, at 35. 
13 Testimony of Ronald Stevens, Oct. 5, 2006, at 29. 
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foreign countries thinking that they were going to meet minors for sex.14  For at least 

some sexual predators, deterrence is extremely difficult, as Detective McLaughlin told 

the Commission: 

 

We had a guy from Long Island who was actually chatting  
. . . online [with police who were taking part in a sting 
operation] and he came up to Keane – a retired junior high 
school teacher.  We arrest him.  He gets out on bail. 
 
Prior to us arresting him, an FBI agent from Boston called 
me and said, “We were chatting with the same guy.”  While 
he’s out on bail, he’s in a treatment center in Texas.  He 
gets back online, contacts the FBI agent who he thinks is a 
thirteen-year-old, arranged to meet him and we arrested 
him [again] a month later.15 

 

In another case, a traveler from Minnesota who was aware of Detective 

McLaughlin’s work still risked the possibility of a sting, telling the detective’s online 

alter ego before traveling to Keene, “When you come to meet me, make sure that 

Detective McLaughlin doesn’t follow you.”16 

 

While some cyber predators are “travelers” from distant locations, others come 

from relatively nearby communities, potentially making them appear safer to a teenager.  

For example, the Commission learned the tragic story of Christina Long from her aunt 

and guardian, Shelley Riling.17  Riling raised Christina as if she were her own daughter, 

and taught her about the need to be safe on the Internet, yet Christina still communicated 

with a twenty-four-year-old cyber predator without Riling’s knowledge.  In May 2002, 

the cyber predator lured Christina to a meeting at a shopping mall through a series of 

flattering electronic communications in which he posed as an eighteen-year-old, failing to 

                                                 
14 Testimony of James McLaughlin, Nov. 16, 2006, at 293. 
15 Testimony of James McLaughlin, Nov. 16, 2006, at 295. 
16 Testimony of James McLaughlin, Nov. 16, 2006, at 296. 
17 See Testimony of Shelley Riling, Nov. 16, 2006, at 70, et seq.; see also Secret Lives: The Perils of 
Cyberspace, CBS News 60 Minutes II, June 25, 2003, available at http://www.cbsnews.com/stories/2002/ 
09/23/60II/main523017.shtml. 
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mention that he was married.18  He strangled her during a sexual encounter19 and 

unceremoniously dumped her body in a stream near his house. 

 

Child Pornography 

 
Prior to the advent of the Internet, agencies such as the U.S. Postal Service and 

the U.S. Customs Service had made so significant a dent in the commercial child 

pornography business that “the problem had all but disappeared.”20  The Internet has now 

revitalized the child pornography industry.  While accurate statistics on the size of the 

child pornography business are difficult to ascertain,21 evidence suggests that it is a 

worldwide,22 multi-billion dollar industry.23 

 

A major law enforcement operation targeting a child pornography ring revealed 

the ability of that industry to generate significant income.  In 1999, Operation Avalanche 

in this country and corresponding investigations in Britain uncovered a husband and wife 

entrepreneurial team in Fort Worth, Texas who had started Landslide Productions, a child 

pornography company.  At the time that the operation was shutdown, Landslide had 

thousands of customers paying $30.00 per month via credit cards to access explicit, 

                                                 
18 Testimony of Shelley Riling, Nov. 16, 2006, at 83. 
19 Testimony of Shelley Riling, Nov. 16, 2006, at 70.  The perpetrator, Saul Dos Reis, was convicted in 
both Connecticut state court and federal court, and sentenced to a total of 55 years for his crimes.  See 
United States v. Dos Reis, 369 F.3d 143 (2004). 
20 Testimony of Ernie Allen, Nov. 16, 2006, at 18. 
21 See Carl Bialik, Measuring the Child Porn Trade, The Wall St. Journal Online, Apr. 18, 2006, at 
http://online.wsj.com/public/article/SB114485422875624000-_UhifBvDF9HoRikGJZ_NWQxUYe0 
_20070417.html; See also Richard Wortley and Stephen Smallbone, Child Pornography on the Internet, 
U.S. Department of Justice Office of Community Oriented Policing Services, at 
http://www.cops.usdoj.gov/mime/open.pdf?Item=1729. 
22 At the time this report was going to press, the media had just begun reporting that yet another global 
child pornography ring had been discovered.  Law enforcement authorities were investigating more than 
2,300 suspects from seventy-seven countries, including the United States, Austria, France, and Russia.  
Craig S. Smith, Child Pornography on Vienna Computer Prompts Worldwide Hunt, N.Y. Times, Feb. 8, 
2007, at A5. 
23 In his testimony before the Commission in November 2006, Ernie Allen, NCMEC’s President, noted that 
“estimates are that commercial child pornography today has become a multi-billion dollar industry and is 
growing.” Testimony of Ernie Allen, Nov. 16, 2006, at 19. 



7 
 
 

violent sexual images of small children.24   Landslide’s worldwide network of web sites 

generated up to $1.4 million per month.25 

 

While data about the identity of people who sexually assault and then photograph 

children is difficult to obtain, the Commission learned that NCMEC has limited data on 

approximately 900 children who it has identified out of the more than six million images 

it has analyzed.  Of those perpetrators, forty percent are the children’s own parents.  

Thirty percent are other family members, friends, or other persons close to the children.  

Approximately five percent of child pornography images are self-produced.  As NCMEC 

President Ernie Allen noted in his hearing testimony, a young boy may well fail to 

understand the slippery slope that begins with an offer of money for a seemingly 

innocuous act such as taking off his shirt on a web cam.26 

 

Technology allows those who trade in or sell child pornography to evade 

detection.27  By hiding digital images, a process known as “steganography,” a child 

pornographer can hide a pornographic image, and send it to a recipient who knows how 

to decrypt it.  Steganography can be used to hide images within other images or in a part 

of what otherwise appears to be innocuous text, such as a business letter. 

 

By using other technologies, pornographers who are concerned that a hard drive 

captured by law enforcement will reveal illicit images can protect an area of the drive so 

that most law enforcement tools will not recognize that portion as used if reviewed.28  

Small devices, some of which do not look like typical data storage devices, allow 

criminals to hide files of child pornography from police conducting a search.  These 

include binoculars with built-in storage, digital picture frames, pens, Swiss Army knives, 

                                                 
24 Testimony of Ernie Allen, Nov. 16, 2006, at 19-20. 
25 Richard Wortley and Stephen Smallbone, U.S. Dep’t of Justice, Leaflet No. 41, Child Pornography on 
the Internet, at 53 (2006). 
26 Testimony of Ernie Allen, Nov. 16, 2006, at 32.  For more information on this issue, see the New York 
Times’ series illustrating the case of Justin Berry, available at http://www.nytimes.com/2005/12/19/ 
national/19kids.ready.html?ex= 1292648400&en=aea51b3919b2361a&ei=5090. 
27 At its New York City hearing, the Commission heard from Salvatore Paladino of the CyberScience Lab 
in Rome, New York.  That lab, which was established in March 2000, provides training, tools, and 
technology to State, local , and federal law enforcement and assist in combating cyber crime. 
28 Testimony of Salvatore Paladino, Nov. 16, 2006, at 211-12. 
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and watches with USB computer connections.29  Other technology similarly allows 

criminals to evade law enforcement.  Peer-to-peer computer file sharing networks 

eliminate the need for an Internet service provider (“ISP”), and thus allow pornographers 

to share pornography directly without the concern that their photographs will be 

detected.30  

 

Cyber Bullying 

 

Through its investigation, the Commission learned of a disturbing new Internet 

trend called “cyber bullying,” which has been defined as “verbal harassment that occurs 

during online activities.”31  Children bully each other online through verbal taunts, by 

impersonating others and acting out so that the victim’s friends think the victim is the 

harasser,32 and by creating web pages with jokes at the expense of other children.33 

 

John Halligan, the father of a thirteen-year-old who committed suicide after being 

cyber bullied, shared his son’s tragic story publicly at a Commission hearing in order to 

make others aware of the potential consequences of cyber bullying.34  Through John’s 

efforts, his home state of Vermont has passed a law that establishes bullying prevention 

procedures for schools.35 

 

Ryan Halligan was a “very sweet, warm, generous, very empathetic young man.”  

He was, however, not athletically inclined, and he had some learning disabilities.  In fifth 

grade, he was bullied in school by another student.  John tried to work with Ryan, urging 

him to walk away, but the problem grew until seventh grade.  Ryan, having taken a 

                                                 
29 See Testimony of Salvatore Paladino, Nov. 16, 2006, at 217-220. 
30 See Testimony of Ernie Allen, Nov. 16, 2006, at 21, 26-27. 
31 i-SAFE, Cyber Bullying – Beware of the Cyber Bully, at http://www.isafe.org/imgs/pdf/education/Cyber 
Bullying.pdf.  See also Anne Marie Chaker, Schools Act to Short-Circuit Spread of ‘Cyberbullying,’ Wall 
St. J., Jan. 24, 2007, at D1. A related, though different, recent phenomenon is the videotaping and Internet 
posting of brawls between teenagers.   See Justin Rocket Silverman and Michael Clancy, Browsing for 
Brawlers, A.M. New York, Jan. 19, 2007, at 3. 
32 Testimony of John Halligan, Nov. 16, 2006, at 56. 
33 Testimony of Kenneth Buniak, June 14, 2006, at 22. 
34 See Testimony of Halligan, Nov. 16, 2006, at 35, et seq.  To learn more about Ryan, bullying. and suicide 
prevention, see http://www.ryanpatrickhalligan.org. 
35 See Vt. H.629 (2004) (“An Act Relating To Bullying Prevention Policies”), available at http://www.ryan 
patrickhalligan.org/images/BillH629HEDComPassedVersion042204.htm. 
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martial arts course, had a fight with the bully, and it appeared for a time that the problem 

had gone away.  While Ryan’s parents were concerned, Ryan told them that he was now 

friendly with the bully.  They did not realize the extent to which Ryan’s problems had 

simply moved from the physical realm to the realm of cyberspace. 

 

 In seventh and eighth grades, Ryan’s significant computer use concerned his 

parents, but they had discussions with him about Internet safety and instructed him not to 

chat with or send photos to strangers.  Ryan’s problem, however, was with his “friend,” 

who was now bullying him in cyberspace by spreading rumors that Ryan was gay, 

rumors that Ryan battled during the summer of seventh grade unbeknownst to his parents.  

Making matters worse, a popular girl had tricked Ryan into believing that she was 

attracted to him.  After exchanging a number of romantic “typical young teenage” 

electronic messages, she told him in front of her friends that she had been lying, actually  

did not like him, and thought he was a “loser.”  The girl also shared Ryan’s messages to 

her with her friends.  Ryan wrote to her, “It’s girls like you that make me want to kill 

myself.” 

 

 Rather than seek help from his parents or another adult, Ryan began 

corresponding with others on the Internet.  One correspondent was a thirteen-year-old 

middle school dropout whose parents allowed him to explore the Internet without 

supervision.  During Internet communications with Ryan, he shared web sites focused on 

ways to commit suicide.  Ultimately, Ryan wrote to him that he was going to take his life.  

The boy responded, “It’s about time.” 

 

 Ryan was not unique in being bullied via the Internet. The Commission was told  

of another incident in which students used a digital camera-enabled cell phone to take a 

photo of a student in the shower after gym.  “The picture was distributed through e-mail 

in the school within minutes.”36   

 

                                                 
36 Testimony of Kenneth Buniak, June 14, 2006, at 22. 
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Statistics reflect that many children are now bullied in some manner in 

cyberspace, and that many children do not tell an adult about the bullying.  One study 

found that more than half of the fourth to eighth grade children surveyed admitted that 

someone had said mean things to them online.  Similarly, more than half admitted saying 

mean or hurtful things to someone else.  More than forty percent of the children surveyed 

had been bullied while online.37  Another study found that, of the children surveyed, one-

third of those between twelve and seventeen and one-sixth of those between six and 

eleven have had mean things said about them.38  Ten percent of the older group and four 

percent of the younger group had been threatened online with physical harm.  Sixteen 

percent of the victims of bullying told no one.  Roughly half of the younger group told 

their parents, but only thirty percent of the older children did so. 

 

RESPONSES TO CYBER CRIME 

 

From the outset of the investigation, the Commission learned that, while 

technology providers, schools, safety groups, and law enforcement all play a role in 

preventing cyber crimes against children, experts strongly believe that parents are in the 

best position to defend against the problems that are most closely associated with 

children’s use of technology in cyberspace.39  In October 2002, President George W. 

Bush noted, in his remarks about increased federal efforts to address cyber crime, that 

“[t]he chief responsibility to protect America's children lies with their parents.”40  Parents 

can best protect their children by talking to them, by supporting them through 

                                                 
37 i-SAFE, Cyber Bullying – Beware of the Cyber Bully, at http://www.isafe.org/imgs/pdf/education/Cyber 
Bullying.pdf. 
38 The results of polls conducted on behalf of Fight Crime: Invest in Kids are available on that  
organization’s web site: http://www.fightcrime.org/cyberbullying/index.php. 
39 At the Commission’s hearing in Albany, Kenneth Buniak, program manager at the New York State 
Division of Criminal Justice Services’ Missing and Exploited Children Clearinghouse, noted that, “like 
many things in life, the true line of defense is with the family and the parents in particular . . . .”  Testimony 
of Kenneth Buniak, June 14, 2006, at 17.  A recent Wall Street Journal poll reflected its readers views as 
supporting that notion, too.  Of the 1,066 viewers who took part in the poll, eighty-five percent voted that 
parents are “more  responsible for the safety of minors on sites like MySpace,” whereas fifteen percent 
voted that the sites were more responsible.  See http://forums.wsj.com/viewpoll_result.php?t=217& 
postdays=)&postorder=asc&vote= viewresult. 
40 President George W. Bush, Remarks by the President on Children's Online Safety (Oct. 23, 2002), at 
http://www.whitehouse.gov/news/releases/2002/10/print/20021023-8.html. 
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discussion,41 and by teaching them how to make decisions when parents are not there.42  

During its investigation, the Commission has focused on how technology can assist in 

addressing these problems and, primarily, what legislative changes are necessary to assist 

law enforcement in doing its job. 

 

Computer Service Providers and Cyber Crime 

 

ISPs,43 social networking sites, computer software and hardware manufacturers, 

and other technology companies have acknowledged their responsibility to play a role in 

combating cyber crimes against children.  For example, large ISPs such as AOL and 

Earthlink, and even smaller local providers play multiple roles in combating cyber 

crimes.  They give general guidance on safe Internet use and review Internet 

communications for known images of child pornography.  Microsoft has developed a 

number of tools to protect children for both hardware such as the Xbox (a videogame 

console) and for its software.  These tools range from parental controls on the Xbox to 

the Child Exploitation Tracking System (“CETS”), a software system developed in 

conjunction with Canadian law enforcement to thwart online child predators. CETS 

enables collaboration by allowing police to capture, search, and share digital information.  

CETS is currently being reviewed by the Justice Department for deployment in the 

United States. 

 

ISPs and software manufacturers provide tools to parents such as filtering 

software to block sites that are inappropriate for children.  For example, Microsoft’s 

Windows Vista and Apple’s Mac OS X operating systems allow parents to control how 

their children use the computer, which web sites they browse, and what games they play.  

                                                 
41 As this report notes, Internet safety groups such as i-SAFE and NCMEC provide useful information for 
parents to help them work with their children.  See also Larry Magid and Anne Collier, MySpace 
unraveled: A Parent’s Guide to Teen Social Networking (2007) (A helpful resource for parents seeking a 
traditional guidebook on this issue). 
42 As i-SAFE Chief Executive Officer Teri Schroeder noted at the Commission’s New York City hearing, 
children must learn how to handle situations independently because most children are risk takers and “it’s 
unrealistic for us to think that as parents we’re going to have to be there and have the ability to be there 
every step of the way.”  Testimony of Teri Schroeder, Nov. 16, 2006, at 171-72. 
43 ISPs provide access to the Internet and the ability to send e-mails and instant messages (“IM”) – real-
time text messages – over the Internet. 
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AOL offers parental controls for e-mail accounts that parents set up for their children.  

While many ISPs provide such software, anecdotal evidence suggests that few parents 

avail themselves of it, even when it is free or sold at low cost.  For example, one local 

New York State ISP with approximately 250,000 customers, after investing in the 

development of filtering software, sold only 100 units, even though it was available at the 

nominal cost of $1.00.44 

 

Under the Child Protector and Sexual Predator Punishment Act,45 ISPs are 

required to report known incidents of child pornography to authorities, but not required to 

actively monitor customers or sites. ISPs report child pornography and child sexual 

exploitation directly to NCMEC’s CyberTipline.46  To find these images, they screen 

Internet traffic for numerical equivalents to photographic data – called “hash values” – of 

known pornographic images of children.  When a hash value of screened data flowing 

through an ISP’s system matches the hash value of a known pornographic image, an 

incident report is sent to NCMEC, which then notifies law enforcement.47 

 

A joint technology coalition consisting of Microsoft, AOL, Yahoo!, Earthlink, 

and United Online was formed in late June 2006 to work with NCMEC to address child 

exploitation issues that use technology.48  The coalition aims to develop and implement 

technology solutions, improve knowledge sharing within the technology industry, 

improve law enforcement tools, and research perpetrators’ technologies to enhance 

industry efforts to combat them effectively.  One of the coalition’s specific goals is to 

provide law enforcement with the means to recognize so-called “fuzzy” hash values 

resulting from slight changes to illicit images of children.49 

 

                                                 
44 The source of this information requested anonymity. 
45 See 42 U.S.C. § 13032 (2007).  
46 See 42 U.S.C. §13032 (b)(1) (2007). 
47 Testimony of Aaron Kornblum, Nov. 14, 2006, at 106.  (Mr. Kornblum is a Senior Attorney with 
Microsoft Corporation.)  Cybercriminals who change a digital photograph’s image slightly – for example, 
by cropping it – can also change its hash value so that it is not recognized. 
48 See NCMEC Press Release dated June 27, 2006, available online at http://www.missingkids.com/missing  
kids/servlet/NewsEventServlet?LanguageCountry=en_US&PageId=2442. 
49 Testimony of Aaron Kornblum, Nov. 14, 2006 at 110-111. 
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 Social networking sites allow users to post personal web pages and to contact 

each other in virtual “chatrooms,” where users converse in real time via text, and more 

recently via media such as web cameras.  These sites have become increasingly popular 

in recent years, especially among young people.50  Chat rooms also exist as stand-alone 

sites. 

 

Social networking sites on the Internet exist for a variety of different social 

groups and are geared to different age groups.  On some, members can post demographic 

information and interests.  Using one or multiple connections (e.g., same interests or alma 

mater), users connect with others to create an online social network.  Many social 

networking sites allow users to set up a web log, or “blog” – a web site journal of 

commentary, often with readers’ responses, listed in reverse chronological order.   Some 

social networking sites provide links to live broadcasts from web cameras, which many 

experts criticize as a threat to child safety.51  Others have “chat rooms,” which can also 

pose risks to children.  Cyber predators seek out targets by searching for certain profile 

criteria that may be posted on a social networking site.  A predator might look for a 

profile that includes obvious words, such as “young” and “sexy,” or less obvious words, 

such as “soccer” and “team.” 

 

MySpace, the most popular social networking site, has recorded over 150 million 

users.52  Many other web sites, such as Xanga, with 29 million users worldwide, and 

Facebook, with 12 million registered users as of fall 2006, are also extremely popular.  In 

December 2006, MySpace was ranked as the most popular web site by market share.53  

                                                 
50 See, e.g., Testimony of Stephen Kline at 127 (Mr. Kline, Chief Safety Officer of Xanga, noted that 
“Xanga is a site that is driven by younger members in society).  But see Julie Bosman, One Click, One Vote 
To Publish A Winner, N.Y. Times, Jan. 11, 2007, at E1 (describing Gather.com as “a social-networking site 
that might be described as MySpace for grown-ups.”) and Sue Shellenbarger, How Young Is Too Young 
When a Child Wants to Joint the MySpace Set? Wall St. J., Oct. 19, 2006, at D1 (discussing sites such as 
ClubPenguin.com for children under age 16 that “pose few of the hazards linked to networking sites for 
older people”). 
51 See Officials: Teen Coerced to Expose Self, The Associated Press, Dec. 5, 2006, at 
www.msnbc.msn.com/id/16047017/from/RS.1/. (Discussing an incident in which a 25-year-old Upstate 
New York predator met a thirteen-year-old Ohio girl via an online chat room, and coerced her into taking 
explicit pictures of herself that he later published on a social networking site). 
52 These user numbers, which can be obtained by signing up to MySpace, include dormant accounts. 
53 See http://www.hitwise.com/datacenter/rankings.php. 
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Because MySpace is so popular and allows users to search freely, it has drawn the ire of 

critics, including a coalition of state attorneys general, who criticize the site for its lack of 

age verification controls.54  A number of lawsuits have also been filed on behalf of youths 

who claim that MySpace is liable for damages suffered as a result of its alleged failure to 

protect underage members who were sexually assaulted by others whom they met on the 

site.55  MySpace has countered that it is addressing these important issues, noting for 

example the hiring of former federal prosecutor Hemanshu Nigam as Chief Safety and 

Security Officer, the institution of content policies and removal of inappropriate material, 

and application of security protocols.  In January 2007, MySpace announced plans to 

offer free parental notification software that would enable parents to find out the name, 

age, and location their children are using to represent themselves on MySpace, even 

when children log on from a non-home location.56  MySpace also has partnered with 

NCMEC to provide added distribution for Amber alerts.57 

 

Other social networking sites also publicize their protections for children.  For 

example, Xanga provides “Friends Lock,” which allows a member to limit others’ ability 

to access the member’s web page.  Xanga is testing “Footprints Lock,” a security feature 

requiring anyone viewing a site to be signed in and not be browsing anonymously.  

Xanga’s home page has a link to a user safety tips page, as well as links to other sites 

where parents can learn about Internet safety.  It also provides a system by which law 

enforcement can quickly contact Xanga staff by e-mail in an emergency. 

 

Xanga has also developed a content rating system that is similar to a movie rating 

system.  That system thwarts children under 18 from gaining access to inappropriate 

                                                 
54 See Connecticut Attorney General’s Office Press Release, Attorney General Calls MySpace Sex Offender 

Registry ‘False Security Blanket,’ Renews Call For Age Verification, Jan. 29, 2007, at 

http://www.ct.gov/ag/cwp/view.asp?Q=331638&A=2788. 
55 See, e.g., Girl, 14, Sues MySpace.com Over Alleged Sexual Assault, Associated Press, June 20, 2006, at 
http://www.foxnews.com/story/0,2933,200233,00.html. 
56 See Julia Angwin, MySpace Moves to Give Parents More Information, Wall St. J., Jan. 17, 2007, at B1 
(noting that the software “doesn’t enable parents to read their child’s e-mail or see the child’s profile page 
and children would be alerted that their information was being shared.” 
57 See http://edition.cnn.com/2007/TECH/internet/01/23/myspace.amber.alerts.ap/index.html. 
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content.58 Xanga’s one-click “flagging” system allows users to flag inappropriate content.  

Once Xanga is notified of the inappropriate content, its analysts may report that content 

to NCMEC’s CyberTipline or law enforcement authorities.   

 

Some social networking sites limit member access institutionally.  A social 

networking site’s emphasis, tools, and structure can make it less susceptible to child 

predators.  Facebook’s site, by its nature, limits the ability to search randomly.  It is 

“based on connections in the real world” rather than connections in cyberspace – a face-

to-face meeting rather than an online meeting.59  A member can only contact people 

within his school or company, based upon e-mail addresses.  Facebook authenticates 

users by requiring them to enter a cell phone number to assure that real people use the 

site, and requires that the user enter a code when registering that is text-messaged to the 

user’s cell phone.  Some sites make searching for strangers difficult or impossible.  For 

example, Xanga does not allow users to search for each other by specific demographic 

characterizations60 and does not provide instant messaging.  Facebook has special rules 

applying to interaction between members who are over eighteen years of age and those 

under eighteen.  It also employs technical tools that disable accounts where a member 

sends too many requests to join another member’s network – especially requests that are 

rejected.61 

 

                                                 
58 Content is rated by site and by post in categories listed A, B, C, D, and EX– similar to movies’ G, PG, 
PG-13, R, and X.  Sites and posts are rated both by the user and the community.  In the seven  months 
between May and December 2006, Xanga members rated 700,000 posts or sites.  Users must register with 
Xanga to access D and EX-rated material.  Users register by providing a credit card or by providing 
verifiable personal information to Xanga. Testimony of Stephen Kline, Nov. 16, 2006 at 133-137.  While 
age restrictions have some value, many children who want to have a social networking site will lie about 
their age, and there is a limit to the ability to verify children’s ages.  See Kline at 141. 
59 Testimony of Chris Kelly, Nov. 16, 2006, at 150 (Mr. Kelly is Chief Privacy Officer for Facebook.com).  
Because Facebook is set up in this manner, “the average user on Facebook can only see less than a half a 
percent of the profiles on Facebook.”  Id. at 151. 
60 For example, “you cannot search Xanga profiles for 24-year-old women from Kentucky who are single.”  
Testimony of Stephen Kline, Nov. 16, 2006, at 129. 
61 Testimony of Chris Kelly, Nov. 16, 2006, at 158.  Disabled accounts are reviewed by a member of 
Facebook’s investigative staff.  Id. 
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One risk that, anecdotally, appears to be growing is that of coercion of children to 

expose themselves on web cameras.62  The Commission heard testimony from Ontario 

Provincial Police (“O.P.P.”) Detective Sergeant Frank Goldschmidt that such coercion 

can occur between countries and even continents.  In one instance, the O.P.P. learned of a 

21-year-old Kingston, Ontario man who, after initially befriending several pre-teen girls 

in Kent, England, via the Internet by posing as a friend, convinced them to take explicit 

pictures of themselves.  He then revealed that he was an impostor, and threatened to 

publish the pictures if the girls did not continue to comply with his wishes.  When the 

man was arrested, police found that he had been communicating with thousands of girls 

worldwide, and possessed approximately 2,000 video clips of his victims.63 

 

Role Of Schools In Protecting Children 

 

As discussed earlier, cyber bullying and online harassment among young people 

are areas of growing concern.  Too often, “the school says it’s a parent problem and the 

parent says it’s a school problem . . . .”64   Through its investigation, the Commission 

learned that, while parents should serve as the primary defense against cyber crimes and 

related issues, schools also play an important role given how much time children spend 

there. 

 

  The New York State Center for School Safety is the coordinating agency and 

information clearinghouse responsible for promoting research-driven, data-based 

solutions to school violence in an effort to promote safe and healthy learning 

environments for students.65  Cyber crimes and other Internet related threats “are an 

emerging area of attention for [the] office, which in the past has focused more on 

                                                 
62 See Officials Say Teen Coerced Into Exposing Herself with Web Cam, Dec. 5, 2006, (available at 

http://www.msnbc.msn.com/id/16047017/from/RS.1/).  See also Janis Wolak, Kimberly Mitchell, and 
David Finkelhor, Online Victimization of Youth: Five Years Later, Nat’l Ctr. For Missing and Exploited 
Children (2006) (“YISS-2”). 
63 Testimony of Frank Goldschmidt, Oct. 5, 2006, at 46-48 (Frank Goldschmidt is a Detective Sergeant 
with the Ontario Provincial Police). 
64 Testimony of Teri Schroeder, Nov. 16, 2006, at 176. 
65 See http://nyscenterforschoolsafety.org/aboutus.html (web site for the New York State Center for School 
Safety). 
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physical and environmental aspects of school safety.”66  With the rapid growth of 

technology and an increase in incidents of cyber bullying and cyber harassment, the 

Center for School Safety and schools throughout the State have had to modify existing 

strategies in order to appropriately address this new twist on age-old problems.  

Unfortunately, developing and implementing remedial measures to combat this type of 

activity is more difficult in cyberspace.  The Commission learned of several methods, 

which are highlighted below. 

 

Discipline Codes 

 

In 2006, the New York City Department of Education revised its discipline code 

to include, as an infraction, “the posting or distribution of literature or material containing 

a threat of violence, injury, or harm (including posting such material on the Internet).” 67  

The punishment for this infraction varies depending on the offending student’s grade, 

ranging from a parent conference to suspension for up to one year. 68  “The standards set 

forth in the Discipline Code apply to behavior in school during school hours, before and 

after school, while on school property, while traveling on vehicles funded by the 

Department of Education, at all school sponsored events and on other-than-school 

property when such behavior can be demonstrated to negatively affect the educational 

process or to endanger the health, safety, morals or welfare of the school community.”69  

 

Amendments to disciplinary codes such as this are not without their detractors.  In 

response to the proposed change in the existing code, one civil-rights lawyer stated 

“[w]hat happens on the Internet at the student’s home is not the Department of 

Education’s business[.]”70   

 

                                                 
66 Testimony of Mary Grenz Jalloh, Oct.5, 2006, at 60 (Ms. Grenz Jalloh is the Executive Director of the 
New York State Center for School Safety). 
67 New York City Department of Education Discipline Code, at 16 (2006). 
68 Id.. 
69 Letter of Michael Best, General Counsel, N.Y. City Dep’t of Educ., to N.Y. State Comm. of 
Investigation, Nov. 16, 2006. 
70 David Andreatta, MySpace Invaders for City Students, N.Y. Post, July 25, 2006, at 5 (quoting civil rights 
lawyer Elizabeth Fink). 
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The Department of Education and schools throughout the State have taken the 

position that what happens outside school has a direct impact on what transpires inside 

school.  This point was painfully illustrated through the testimony of John Halligan, 

which was highlighted earlier.  Just as the power of the Internet has the ability to reach 

into our homes, into our children’s bedrooms, our jobs, and financial institutions, it can 

also reach into academic institutions and wreak havoc on the lives of impressionable and 

vulnerable young people. 

 

Unfortunately, the anonymity associated with the Internet makes enforcement of   

discipline codes difficult.71  As noted earlier in this report, in many cyber bullying and 

cyber harassment cases, it can be difficult for victims or school officials to ascertain the 

true identity of the perpetrator.72  This obstacle not only cripples schools’ ability to 

protect victims and mete out appropriate punishment, it also makes compliance with the 

State’s School Safety Law, which requires reporting of all threats received during the 

school day on school grounds, extremely difficult.73 

 

Filtering Software 

 

As the Commission learned, another mechanism by which schools are seeking to 

protect students is through the installation of filtering software.  In order to receive 

federal funding to support technology education, public schools and libraries are required 

to comply with the Child Internet Protection Act (“CIPA”), which went into effect in 

2001.  Schools are required to have established CIPA-compliant Internet safety policies 

“which address access by minors to inappropriate Internet content, minors’ safety while 

using electronic communications, unlawful access to material online, and [are required to 

have] a plan for monitoring minors’ Internet use while in school.”74  Filtering software 

provides a protective barrier against social networking sites (i.e., MySpace) and other 

sites which may contain harmful sexual content.   

                                                 
71 Testimony of Mary Grenz Jalloh, Oct. 5, 2006, at 62. 
72 Testimony of Mary Grenz Jalloh, Oct. 5, 2006, at 62. 
73 Testimony of Mary Grenz Jalloh, Oct. 5, 2006, at 62. 
74 Testimony of Mary Grenz Jalloh, Oct. 5, 2006, at 64. 
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Filtering software, however, does not work perfectly, and can give users a false 

sense of security.  For example, filtering software often cannot detect the use of proxy 

servers, which are apparently innocuous sites that act as a conduit to illicit sites.75  As the 

Commission heard, some technologically savvy children know how to use proxy servers 

to circumvent restrictive software. 

 

Unfortunately, the installation of this type of restrictive software can also be 

problematic in an academic environment.  Restricting access to illicit sites may 

inadvertently block access to legitimate sites that contain useful information for students.  

Accordingly, schools must strike a balance between the need to protect students and to 

ensure academic freedom.  As Ms. Grenz Jalloh testified “[r]esponsible use does not 

mean just restricting use, but learning how to refrain from going to inappropriate sites, 

and responding appropriately when inadvertently accessing sites . . . .”76  While a natural 

reaction to something we are unfamiliar with is to restrict exposure and access, such as 

banning access to all blogs on school computers, a more thoughtful approach may allow 

us to protect youth, while simultaneously allowing them to experience the richness of 

exposure to the world through the responsible use of technology.77  When technology use 

has been fully integrated in our educational system as a tool for learning, not a 

replacement for human interaction, we can ensure that our schools will be more able to 

provide a safe learning environment for youth.78  

 

Acceptable Use Policies  

 

 The Commission heard testimony that many schools throughout the State and 

country are utilizing contractual use policies to enforce responsible Internet usage by 

students.  These policies require that students and, in some cases, parents enter into a 

written agreement that outlines the parameters for Internet and other computer usage in 

                                                 
75 Testimony of Edward Suk, June 14, 2005, at 73. 
76 Testimony of Mary Grenz Jalloh, Oct. 5, 2006, at 65. 
77 Testimony of Mary Grenz Jalloh, Oct. 5, 2006, at 65. 
78 Testimony of Mary Grenz Jalloh, Oct. 5, 2006, at 65. 
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school.  Violation of acceptable use policies may result in the revocation of the student’s 

computer privileges.79  These policies put the onus on students to take responsibility for 

their own behavior.  By treating young people with a degree of respect and 

understanding, these policies encourage growth and maturity. 

 

Internet Safety Education 

 

To combat cyber crimes and other Internet related threats to students, some 

schools throughout the State have partnered with Internet safety organizations.  For 

example, i-SAFE, a federally-funded non-profit organization, incorporates classroom 

curriculum with dynamic community outreach to empower students, teachers, parents, 

law enforcement, and concerned adults to make the Internet a safer place for children.80  

i-SAFE’s Internet Safety Education Program teaches students to navigate the Internet in a 

safe and responsible manner by employing other students to deliver its safety message.  

The organization has strived to create a program that is perceived by youth as being both 

relevant and “cool.”81  The program also addresses cybersecurity issues such as computer 

hacking and personal safety issues such as sexual solicitation and exploitation.  As of 

August 2006, i-SAFE’s Safe Schools Education Initiative had been adopted by, and 

integrated into, a wide cross-section of New York’s public and private schools. 

 

i-SAFE chief executive officer Teri Schroeder, in her testimony before the 

Commission, gave a short anecdote that illustrated its role in protecting children:  

  

“I can tell you yesterday we actually did a school assembly, 
1,500 students . . . in the City of Los Angeles.  We had four 
students that came up to law enforcement at the end of [the 
assembly] and told them that they had made an arrangement 
and were right in the midst of going to meet somebody 
online.  So in that situation [if not for] a school assembly, we 
would have never heard from those four students.  They 
could have ended up being a Christina Long.”82 

                                                 
79 Testimony of Teri Schroeder, Nov. 16, 2006, at 182. 
80 See www.i-Safe.org. 
81 Testimony of Teri Schroeder, Nov. 16, 2006, at 172-73. 
82 Testimony of Teri Schroeder, Nov. 16, 2006, at 176-177 
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Throughout this investigation, various representatives from academia and law 

enforcement stressed the need to institute a mandatory, age appropriate Internet safety 

curriculum in New York State schools.83  While some schools throughout the State 

participate in programs such as i-SAFE, there is no uniformity and no directive for every 

school to take measures to protect children online. 

 

Law Enforcement Response 

 

Combating cyber crimes against children requires a concerted effort by law 

enforcement.  The Internet has no geographic boundaries.  Few cyber crime cases start 

and end within the same jurisdiction.  Throughout New York, federal, State and local 

authorities have been working together to combat cyber crimes against children. 

 

Federal Investigations and Prosecutions 

 

 Federal prosecutors exercise broad jurisdiction over cases involving Internet 

crimes against children.  Enacted in 2003, the Prosecutorial Remedies and Other Tools to 

end the Exploitation of Children Today (“PROTECT”) Act is a Justice Department 

initiative that comprehensively strengthened law enforcement’s ability to prevent, 

investigate, prosecute, and punish crimes that exploit children.84  Federal criminal statutes 

carry long prison terms with mandatory minimum sentences, whereas New York State 

statutes do not.85  Accordingly, some district attorneys’ offices refer cases for federal 

prosecution. 

 

 In New York, federal prosecutors are actively engaging local prosecutors in 

collaborative efforts to address cyber crimes.  For example, the United States Attorney’s 

Office for the Eastern District of New York is forming a task force with district 

                                                 
83 Testimony of Roseanne Johnson, Oct. 5, 2006, at 121. 
84 See 18 U.S.C. Sec. 2252A(a)(3)(B) (2003). 
85 Interview with  Paul Radvany, Assistant United States Attorney, Southern District of New York (July 20, 
2006). A listing of applicable federal statutes governing child pornography and sexual enticement crimes 
can be found in the Appendix.  
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attorneys’ offices in its jurisdiction.86  The object of the task force is to prosecute cases 

jointly to obtain the maximum sentence.87   

  

 Local prosecutors expressed concern that, because of the imbalance between the 

federal and New York State penal and procedural laws, the prosecution of cyber crime is 

becoming too reliant on the federal government.88  District attorneys have a responsibility 

to their respective jurisdictions and are usually more familiar with the dynamics of their 

localities, which may assist them as they carry out investigations and prosecutions.  

Furthermore, in some instances in which the federal government declines to prosecute a 

smaller case, a district attorney’s office may decide that it is worthy of prosecution.89    

 

Federal Bureau of Investigation - Innocent Images National Initiative 

 

The Innocent Images National Initiative, led by the Federal Bureau of 

Investigation (“FBI”), is one of the first initiatives designed to combat cyber crimes 

against children.  Created in 1995, it was born out of an investigation into the 

disappearance of a Maryland juvenile in 1993 that led to the identification of two 

suspects, each with a long history of sexually exploiting children.  During the course of 

that investigation, FBI agents and local law enforcement officers discovered that adults 

were using computers to transmit pornography and to lure minors into engaging in illicit 

sexual acts.  Further investigation and consultation with experts confirmed a trend toward 

the use of computer telecommunication technology by sex offenders to share 

pornography and lure children.90 

 

Innocent Images was created to identify, investigate and prosecute sexual 

predators who use online computers to sexually exploit children, to establish a law 

enforcement presence on the Internet to deter perpetrators, and to rescue child victims.  It 

                                                 
86 Testimony of Steven Treglia, June 14, 2006, at 143.  (Mr. Treglia is the Chief of the Technology Crime 
Unit in the Nassau County District Attorney’s Office). 
87 Testimony of Steven Treglia, June 14, 2006, at 143. 
88 Testimony of Steven Treglia, June 14, 2006, at 144. 
89 Testimony of Robert Alexander, June 14, 2006 at 145 (Mr. Alexander is the Chief of the Computer 
Crimes Unit in the Queens County District Attorney’s Office). 
90 See www.fbi.gov/innocent.htm. 
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focuses on “travelers” – perpetrators who indicate a willingness to travel interstate to 

engage in sex with a minor – and major producers and/or distributors of child 

pornography.91  From the initiative’s inception to 2005, the number of child pornography 

and enticement cases investigated by the FBI rose over 2,000 percent.92 

 

Immigration and Customs Enforcement - Operation Predator 

 

The Department of Homeland Security’s Division of Immigration and Customs 

Enforcement (“ICE”) is another federal agency that exercises jurisdiction over cyber 

crimes against children.  ICE combats this type of crime through national and 

international initiatives such as Operation Predator.  Created in 1997, Operation Predator 

brings together the full spectrum of ICE’s intelligence, investigative, and detention and 

removal capabilities into a coordinated campaign against domestic and international child 

predators.  ICE representatives work diligently to develop and validate leads from within 

the country and abroad to investigate.  ICE’s Cyber  Crime Center also provides 

assistance to foreign law enforcement agencies.93 

 

The Commission heard testimony that, before the advent of the Internet, 

enforcement efforts of the United States Customs Service (one of ICE’s precursors), had 

all but wiped out the child pornography market in the United States because the majority 

of child pornography was made overseas.94    This eradication, however, was short lived 

as savvy criminals began utilizing the Internet as a fast, easy, and virtually anonymous 

tool by which to traffic in child pornography. 

 

Project Safe Childhood 

 

Project Safe Childhood, a United States Justice Department initiative aimed at 

preventing child abuse and exploitation via Internet, commenced in February 2006.  The 

                                                 
91 Interview with Don Borelli, Supervising Special Agent, FBI, in New York, NY (May 8, 2006). 
92 See U.S. Dep’t of Justice, Project Safe Childhood – Protecting Children from Online Exploitation and 
Abuse, May 2006, at 3 (hereinafter “Project Safe Childhood Report”). 
93 Project Safe Childhood Report at 4. 
94 Testimony of Lisa Friel, June 14, 2006, at 121 
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Project aims to increase federal resources in cases involving child victims, and to team 

federal, state, and local law enforcement to investigate and prosecute cyber criminals, and 

to identify, rescue, and assist victims.  It also funds law enforcement training and 

community awareness programs. 

 

United States Attorneys’ Offices are each responsible for implementing the 

program, and are encouraged to draw upon existing relationships with law enforcement 

partners and to foster new relationships with non-law enforcement agencies that also have 

a vested interest in protecting children online.95 

 

Internet Crimes Against Children Task Force 

 

In 1998, the Department of Justice’s Office of Juvenile Justice and Delinquency 

Prevention created a national network for state and local law enforcement cyber crime 

units to investigate Internet crimes against children.  The resulting Internet Crimes 

Against Children (“ICAC”) program is a network of coordinated regional task forces 

engaged in helping state and local law enforcement agencies develop an effective 

response to online-enticement and child pornography cases.96  Forty-six ICAC task force 

units and more than 1,000 affiliated organizations work together to protect children 

online.97  Funding for the program grew to over $14 million in 2006.98   Nationally, 

ICAC task forces are the main recipient of NCMEC’s CyberTipline99 referrals, receiving 

more than 84 percent from January through April of 2006.100 

 

Established in October 1998, the New York State ICAC task force was one of the 

first in the country.101  Federal, State, and local law enforcement agencies comprise the 

                                                 
95 Project Safe Childhood Report at 18-21. 
96 See www.criminaljustice.state.ny.us/missing/i_safety/icac.htm (web site for ICAC). 
97 Project Safe Childhood Report at 5. 
98 Id. 
99 The NCMEC CyberTipline is discussed later in this report. 
100 Project Safe Childhood Report at 6. 
101 www.criminaljustice.state.ny.us/missing/i_safety/icac.htm 
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task force.102  The New York State ICAC task force’s primary responsibilities include 

conducting investigations and prosecuting offenders, training prosecutors and police, 

fostering collaboration and information sharing, and providing forensic analysis and other 

assistance to police and prosecutors.  The task force is also engaged in outreach to 

children, parents, other individuals and organizations to acquaint them with cyber crime 

issues.  It develops and distributes child safety curriculum to law enforcement agencies 

and other groups that is focused on promoting child Internet safety. 

 
 

During 2005, the State’s ICAC task force received 883 complaints from the 

CyberTipline.  Of those complaints, 696 investigations were initiated, leading to 126 

arrests.103  In his testimony, Captain Ronald Stevens, head of the New York State Police 

Computer Crimes Unit, noted that persons who traffic in child pornography and who 

engage in cyber crimes often engage in other criminal behavior as well.  He gave the 

Commission two examples: One, a Utica man arrested for possession of child 

pornography was also found to be in possession of numerous assault weapons and a 

handgun.   The other, a Homer, New York man arrested for possession of child 

pornography, was also found to be growing marijuana next to the local high school.  

Police suspected that he was selling the marijuana to local teenagers.104 

 

National Center for Missing & Exploited Children 

 

 Throughout the Commission’s investigation, NCMEC has been a wealth of 

information and a valuable resource.  It serves a quasi-law enforcement role, combating 

cyber crimes and other threats to children.  NCMEC is a not-for-profit corporation that 

works with the United States Justice Department as a national resource center and 

clearinghouse for missing and exploited children.105  NCMEC, which is headquartered in 

                                                 
102 Testimony of Ronald Stevens, June 14, 2006, at 26-27.  The appendix to this report contains a complete 
listing of the members of the New York State ICAC task force, compiled with the assistance of Captain 
Stevens and Lieutenant Joseph Donohue of the New York State Police. 
103 Testimony of Ronald Stevens at 27. 
104 Testimony of Ronald Stevens at 29. 
105 Testimony of Edward Suk, Oct. 5, 2006, at 11. 
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Arlington, Virginia, has five branches throughout the United States.106  The largest 

branch is located in Rochester, New York.  NCMEC also has satellite offices in Utica and 

Buffalo.107 

 

As was noted earlier in this report, NCMEC, in tandem with the University of 

New Hampshire’s Crimes Against Children Research Center, has studied and reported on 

Internet usage by young people.  Edward Suk, Executive Director of NCMEC’s New 

York Branch, testified that children are being exposed to the Internet at earlier ages, 

which also means that younger children are increasingly being put at risk from online 

dangers.108   

 

 NCMEC’s CyberTipline, which has been referred to as the “9-1-1 of the 

Internet,”109 serves as a repository for investigative leads and tips regarding crimes 

against children on the Internet,110  and receives approximately 1,400 reports every 

week.111 The CyberTipline has processed more than 420,000 leads since inception, 

resulting in numerous arrests and successful prosecutions.112  These tips are immediately 

evaluated by NCMEC’s Exploited Child Unit, which employs analysts who review the 

reported web sites, examine and evaluate content, utilize tools to try to identify 

perpetrators and ultimately provide all information to the appropriate law enforcement 

agency for further investigation.113  The CyberTipline is operated in partnership with the 

F.B.I, United States Department of Homeland Security, ICE, the Justice Department’s 

Child Exploitation and Obscenity section, and the ICAC Task Forces.  Reports to the 

CyberTipline have increased 400 percent since 1998.114    

  

                                                 
106 Testimony of Edward Suk, June 14, 2006, at 53. 
107 Testimony of Edward Suk, June 14, 2006, at 53. 
108 Testimony of Edward Suk, June 14, 2006, at 54 
109 Testimony of Edward Suk, Oct. 5, 2006, at 11. 
110 Testimony of Edward Suk, June 14, 2006, at  60-61. 
111 Testimony of Edward Suk, June 14, 2006, at  60-61. 
112 Testimony of Edward Suk, Oct. 5, 2006, at 13 
113 Testimony of Edward Suk, June 14, 2006, at 61. 
114 Testimony of Edward Suk Oct 5, 2006, at 13 
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In addition to its partnerships with law enforcement, NCMEC has collaborated 

with Internet companies in an effort to raise awareness about cyber crime threats.  

NCMEC has partnered with MySpace and the Ad Council, a producer of public service 

announcements, to examine the risks that currently exist on MySpace and to incorporate 

Internet safety education directly through the MySpace web site.115  NCMEC is also 

collaborating with major financial institutions to establish the Financial Coalition Against 

Child Pornography.  This collaboration will target the use of credit cards and other 

electronic payments as a tool used by those who traffic in child pornography.116  

 

New York State Investigations and Prosecutions 

 

 The Commission learned that district attorneys’ offices throughout the State 

collaborate with their federal counterparts, conduct undercover sting operations, target 

child pornography, and have had success prosecuting offenders utilizing the limited, 

antiquated State statutes at their disposal.  Prosecutors throughout the State shared their 

experiences combating Internet crimes against children with the Commission.   

 

Prosecutors and law enforcement agents have been struck by the types of 

defendants and types of cyber-related crimes they are encountering.  For example, the 

Westchester County District Attorney’s Office targeted a man who was attempting to 

solicit three-way sex with two people whom he believed to be teenage girls. Armed with 

the target’s online screen name, investigators in that office discovered the target to be the 

Headmaster of the prestigious Trevor Day School in Manhattan.117  A subsequent search 

by law enforcement uncovered child pornography on both his home and school 

computers.  Michael Delohery, Bureau Chief of Westchester County District Attorney’s 

High Tech Crimes Bureau, noted that cyber predators come from all walks of life.  He 

testified that “[w]e have had people who were unemployed.  We have had some that are 

                                                 
115 Testimony of Edward Suk, June 14, 2006, at 80-81. 
116 Testimony of Edward Suk, June 14, 2006, at 78-79. 
117 Testimony of Michael Delohery, June 14, 2006, at 98. 
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wealthy.  We’ve had blue-collar workers and we’ve had a former prosecutor that we’ve 

arrested.  The largest group represented, however, has been teachers.”118 

 

These crimes occur throughout the State, and also have connections to other 

states.  The Computer Crime Unit in the Queens District Attorney’s Office prosecuted the 

case of a fifteen-year-old Massachusetts girl who was lured by a Nassau County, New 

York couple, kidnapped, and taken to a motel in Rhode Island.  After a couple of days, 

the couple took her to Nassau County, and then “traded her off” to a man  in Astoria, 

Queens for a few days.  All three defendants sexually abused the victim.119 

 

 In addition to fulfilling their law enforcement role by investigating and 

prosecuting cyber crimes against children, local prosecutors are taking a proactive role to 

raise awareness about it.  The Kings County District Attorney’s Office maintains a 

“Strangers in the Net” web page that provides valuable information to parents and teens 

about safety in cyberspace.  The web site also provides links to other resources, like 

NCMEC.120  Prosecutors in the Kings County Cyber Predator Unit also conduct seminars 

for school groups and routinely attend community meetings to disseminate 

information.121 

 

OBSTACLES TO SUCCESSFUL INVESTIGATIONS & PROSECUTIONS 

 

The Commission was also apprised of the various obstacles to the successful 

investigation and prosecution of cyber crimes against children.  As Nassau County 

District Attorney Kathleen Rice noted in her testimony, these obstacles must be 

addressed:  “We must guard against these threats and we must pass laws aimed at these 

modern crimes.  Just as we don’t expect to fight wars of the future with guns of the past, 

we cannot expect to fight 21st Century crimes with 1980’s theories.”122   

                                                 
118 Testimony of Michael Delohery, June 14, 2006, at 99. 
119 Testimony of Robert Alexander, June 14, 2006, at 147. 
120 See www.brooklynda.org (web site of the Kings County District Attorney’s Office). 
121 Interview with Rhonnie Jaus, Chief of Sex Crimes Bureau, Kings County District Attorney’s Office, 
Brooklyn, N.Y. (May 11, 2006). 
122 Testimony of Kathleen Rice, Nov. 16, 2006, at 230. 
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Interpretation of Disseminating Indecent Material Statute 

 

The main obstacle prosecutors face in combating cyber crime is the recent 

Appellate Division, Second Department, interpretation of the word “depicts” in the 

Disseminating Indecent Material to Minors statute.  Penal Law Section 235.22, reads in 

relevant part: 

 

A person is guilty of disseminating indecent material to 
minors in the first degree when: (1) knowing the character 
and content of communications which, in whole or in part, 
depicts actual or simulated nudity, sexual conduct or sado-
masochistic abuse, and which is harmful to minors, he 
intentionally uses any computer communication system 
allowing the input, output, examination or transfer, of 
computer data or computer programs from one computer to 
another, to initiate or engage in such communication with a 
person who is a minor . . . .123 

 

The Commission heard from Westchester County Assistant District Attorney 

Michael Delohery, who testified that in 2005, he tried the Office’s 100th online 

enticement against Jeffrey Kozlow, a Manhattan real estate attorney who had engaged in 

sexually explicit online conversations with a person whom he believed to be a fourteen-

year-old boy.  When Kozlow tried to meet the “boy” – actually an undercover detective –  

he was arrested by Westchester authorities, and prosecuted for having violated the 

Disseminating statute.124 

 

Kozlow was convicted in Westchester Supreme Court, despite arguments before 

trial that the wording of the statute only proscribed the sending of illicit pictures, and that 

words alone were insufficient.  He appealed his conviction, raising the same argument on 

appeal before the Appellate Division, Second Department.  The Second Department 

                                                 
123 N.Y. Penal Law § 235.22 (McKinney’s 2007) (Emphasis added).  Section 235.21 applies to 
Disseminating Indecent Material to a Minor in the Second Degree. 
124 Testimony of Michael Delohery, June 14, 2006, at 88-92.  Kozlow was also charged under that statute in 
Manhattan for related acts.  In the Manhattan case, the trial-level court dismissed the Disseminating 
charges, citing a previous decision in which the New York State Attorney General, in defending the 
constitutionality of that statute, argued that the phrase “cannot be interpreted to mean words alone.”  See 
People v. Kozlow, No. 1015/05 (Sup. Ct. N.Y. County July 11, 2005) (order granting defendant’s motion to 
dismiss, citing American Libraries Ass’n v. Pataki, 969 F. Supp. 160 (S.D.N.Y. 1997). 
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reversed and dismissed the indictment, finding that the word “depicts” applies only to 

pictures, not text.125   

 

As a result of that decision, district attorneys’ offices have been handicapped in 

their efforts to protect children online, as they are now prevented from using one of the 

most effective tools to target and prosecute online predators.  The entire dynamic of 

Internet undercover sting operations has been altered and successful prosecutions have 

been jeopardized.  Prosecutors who testified before the Commission emphasized the need 

to recognize the importance of words in the process by which cyber predators attract 

unsophisticated children.  For example, District Attorney Rice testified that “[w]ords are 

the building blocks of these relationships.  They are used to build trust and to groom 

vulnerable victims.  Words are, plain and simple, more useful to child predators than 

pictures and it’s a shame our courts and our legislature do not realize that.”126 

 

Graduated Sentencing for Child Pornography Offenses 
 

The State’s Sexual Performance by a Child statute127 (commonly referred to as the 

“child pornography statute”) is also problematic because it does not take into account the 

number of images possessed or promoted.  Thus, a defendant who possesses one million 

images of child pornography is charged with the same felony offense as a defendant who 

possesses one image.  While prosecutors can always choose to charge a defendant with 

multiple counts, a one million count indictment is obviously not an option.128  The 

Commission heard from a number of representatives of district attorneys’ offices who 

advocate amending the statute so that sentences are proportional to the number of images 

of child pornography possessed or promoted.129 

 

                                                 
125 People v. Kozlow, 31 A.D.3d 788, 821 N.Y.S.2d 212 (2d Dep’t 2006). 
126 Testimony of Kathleen Rice, Nov. 16, 2006, at 232. 
127 N.Y. Penal Law Art. 263. 
128 Testimony of Lisa Friel, June 14, 2006, at 122. 
129 In the past, the New York State District Attorney’s Association has advocated for a bill that would make 
possession of 10 or more images a class D felony, and 100 or more a class C felony.  Testimony of Lisa 
Friel, June 14, 2006, at 124. 
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Inadequate Sentencing for Crimes Against Children 

 

Another major obstacle identified by district attorneys is New York State’s 

sentencing scheme for crimes against children.  This includes sentencing under the child 

pornography statutes130 and the Disseminating Indecent Material statute.  The former 

statutes, which target possession and promotion of child pornography, are currently 

classified as low-level class D and E felony offenses carrying possible sentences as low 

as probation.  As the Commission learned, this low-level designation, coupled with a 

lenient judicial view of atypical, middle and upper-class defendants, too often results in 

sentences that fail to recognize the severity of the crime.131 

 

Lisa Friel, Bureau Chief of the Sex Crimes Unit in the New York County District 

Attorney’s Office, illustrated the insufficiency of sentencing in her testimony before the 

Commission about a law school professor who was found to be in possession of over a 

million images of child pornography:  “[H]e was given what the judge felt was [a] very 

major sentence of a split sentence, six-months in jail and four and a half years probation.  

And yet, for ten years, he had contributed to a market of abusing probably a million 

children . . . .”132  Several representatives of district attorneys’ offices cited insufficient 

sentencing under State law as one of the main reasons that they are referring cases to their 

federal counterparts for prosecution.133 

  

State prosecutors told the Commission of their efforts to combat the belief among 

some members of the judiciary that child pornography is similar to adult pornography 

and that those who possess pornographic images are not really harming anyone.134  To 

the contrary, the Commission learned that child pornography is the memorialization of 

the sexual abuse of children.  Experts agree that those who possess child pornography 

                                                 
130 These offenses fall under Penal Law Article 263 (“Sexual Performance by a Child”). 
131 Testimony of Lisa Friel, June 14, 2006, at 122. 
132 Testimony of Lisa Friel, June 14, 2006, at 125.  By comparison, had he been convicted under the 
relevant federal statute for receiving or distributing child pornography, the defendant would likely have 
been required to serve a minimum of five years in prison.  See 18 U.S.C. § 2252 (a)(2)(A)(1995). 
133 See, e.g., Testimony of Steven Treglia, June 14, 2006, at 143. 
134 Testimony of Lisa Friel, June 14, 2006, at 123.  
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need new images all the time to achieve gratification.135  This ever-present need for 

newer images fuels the market to create new and more depraved images for 

consumption.136  As a result, more child pornography is produced, harming more 

children. 

 

Similarly, prosecutors told the Commission that the current classification of the 

offenses under the Disseminating statute is not commensurate with the harm caused by its 

commission.137    Currently, that statute is classified as a non-violent class D felony if the 

victim is an actual child, and a non-violent class E felony as an attempted crime if the 

“victim” was an undercover police officer used in a sting operation. 

 

Business Records Hearsay Exception for Internet Company Information 

 

By statute, New York State requires that prosecutors present a witness to give live 

testimony in a grand jury where the prosecutor seeks to introduce basic ISP information 

such as subscriber information and usage logs.  This represents an obstacle for 

prosecutors of cyber crime cases.  Many custodians of business records for Internet 

companies are located in other states.  Yahoo!’s custodian of records, for example, is in 

California.  Accordingly, local district attorneys’ offices must utilize limited resources to 

provide transportation to a company’s custodian of records to introduce the 

administrative information in court.138  The expense can be significant, especially for a 

small prosecutor’s office. 

 

Additionally, requiring live testimony in order to admit records into evidence is 

impractical in many cases.  In New York, most of these offenses are prosecuted as 

felonies, which means that they must be presented to a grand jury.  In cases where bail 

has been set, prosecutors have six days to present the case to a grand jury or the 

                                                 
135 Testimony of Lisa Friel, June 14, 2006, at 123. 
136 Testimony of Lisa Friel, June 14, 2006, at 123. 
137 Testimony of Roseanne Johnson, Oct. 5, 2006, at 123 
138 Testimony of Stephen Treglia, June 14, 2006, at 134-35. 
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defendant is released from custody without bail while the criminal case proceeds.139  As 

one prosecutor noted, 

  

“We have actually had cases where we contacted AOL or 
we’ve contacted these other Internet service providers and 
said ‘Look, we need somebody here to testify about this 
business record or we run the risk of this person walking,’ 
and they’re saying, ‘We don’t have the staff to do this.  
Whatever limited staff we have is already testifying at trials 
across the country.  You can’t expect us to drop everything 
on a moment’s notice and bring somebody from across the 
country who’s testifying elsewhere at a trial to appear before 
your grand jury.  Get your legislature to pass a grand jury 
business records exception like [those that] exist in so many 
other jurisdictions in this country.”140 

 

 Prosecutors advocate a grand jury business records hearsay exception similar to 

the one that applies to the introduction of medical records, coroners’ reports, and 

ballistics reports.141   Such an exception would allow the introduction of account 

information and other basic data via an affidavit from the custodian of records attesting to 

the validity and accuracy of the records.142  If New York permitted a business records 

hearsay exception in the grand jury, it would join several other jurisdictions.  These 

include Georgia, Texas, New Jersey, Michigan, South Carolina, New Mexico, California, 

Missouri, and the federal system.143 

 

Sex Offender Registration Scoring for Cyber Predators 

  

 In New York State, under the Sex Offender Registration Act (“SORA”), 

defendants convicted of certain sex-related offenses are required to register as sex 

offenders.  This registry serves to protect the public by classifying these offenders 

according to the level of danger they pose to the community.  Defendants are assigned a 

                                                 
139 Testimony of Stephen Treglia, June 14, 2006, at 134-35. 
140 Testimony of Stephen Treglia, June 14, 2006, at 136. 
141 Testimony of Stephen Treglia, June 14, 2006, at 138; see C.P.L.R § 4518 (“Business Records”). 
142 Testimony of Stephen Treglia, June 14, 2006, at 138.. 
143 Testimony of Stephen Treglia, June 14, 2006, at 136. 
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sex offender registration level based upon a multitude of factors, including, but not 

limited to, the facts surrounding the offense, the age of the victim, and the defendant’s 

prior criminal history.  Each factor is given a corresponding number of points, which are 

tallied up to determine a defendant’s total score, and corresponding classification level, 

from Level 1 (the lowest) to Level 3 (the highest). 

 

Where a defendant attempts to solicit sex with an undercover police officer posing 

as a minor, the defendant’s perception that he is corresponding with a minor is not a 

factor currently considered in determining the defendant’s SORA score.  As Monroe 

County Assistant District Attorney Douglass Randall testified, the defendant “thinks he is 

engaging in this conduct with a child.  He shouldn’t be given the benefit of the fact that 

the police agencies are actively seeking out these individuals and trying to protect our 

community.”144  Additionally, a defendant’s possession of child pornography is not taken 

into consideration for SORA scoring purposes.145  Prosecutors note that SORA’s purpose 

is to protect the public,146 and that the inclusion of these factors will ensure accurate 

assessment and determination of the defendant’s risk to children and to the general 

public.147     

 

Lack of Resources 

  

 The Commission learned that law enforcement agencies throughout the State 

suffer from a lack of resources to combat cyber crimes.   Most cyber crime investigations 

require the use of advanced technology, costly forensic examinations of computers and 

other software, excessive manpower and take a long time to properly develop a viable 

case for prosecution.148 

 

For example, the Kings County District Attorney’s Office noted the high cost and 

tremendous investment of time required to train assistant district attorneys and 

                                                 
144 Testimony of Douglass Randall, October 5, 2006, at 108 
145 Testimony of Robert Alexander, June 14, 2006, at 154. 
146 Testimony of Robert Alexander, June 14, 2006, at 154. 
147 Testimony of Robert Alexander, June 14, 2006, at 155. 
148 Testimony of Robert Alexander, June 14, 2006, at 157-58. 
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investigators – familiarizing them with technology and its application, and teaching them 

applicable laws and privacy issues.149  The Queens County District Attorney’s Office 

noted that its dedicated unit is quite small, consisting of a bureau chief and an assistant.150  

Due to lack of resources, the office has to rely on outside agencies for investigative help 

as the unit no longer has a full-time in-house investigator. 

 

In the Westchester County District Attorney’s Office, attorneys and investigators 

prosecuting cyber crime cases have to work at night and on weekends without additional 

pay so that, to cyber predators, they appear to be children who are online and in their 

homes.151  Similarly, Detective Todd Crossett of the Batavia Police Department in 

western New York noted that his ability to spend time on the interdiction of cyber crimes 

is thwarted by the need for him to respond to other cases, such as burglaries.152  The lack 

of dedicated resources impedes local law enforcement agencies’ ability to investigate and 

prosecute these cases. 

 

Ronald Stevens of the State’s ICAC task force testified that additional resources 

are desperately needed to further enhance the task force’s forensic and investigative 

capabilities.153   The task force needs “to continue to add technical and investigative 

capacity to meet case demand and use resources widely, especially at the State level, 

where we are a resource for every criminal justice agency in New York.”154 

 

Additional resources for public outreach would help address crime before it starts 

by informing parents and children about the risks of cyber crimes.  During his testimony, 

Edward Suk expressed frustration when NCMEC hosts Internet safety education 

presentations “expecting that we’re going to get 250 parents to show up and we get five.  

We see this on a routine basis and it is, I think, indicative of the fact that we are not 

reaching parents the way we need to be able to reach them in explaining to them how 

                                                 
149 See Testimony of Kevin O’Donnell, June 14, 2006, at 165-69. 
150 Testimony of Robert Alexander, June 14, 2006, at 157. 
151 Testimony of Michael Delohery, June 14, 2006, at 99-101. 
152 Testimony of Todd Crossett, Oct. 5, 2006, at 89. 
153 Testimony of Ronald Stevens, June 14, 2006, at 41. 
154 Testimony of Ronald Stevens, June 14, 2006, at 41. 
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serious the risks are.”155  Lack of information can have potentially devestating results for 

victims of cyber crime. 

 

Issues With  Cyber Vigilantes 

 

NBC’s television news program, “Dateline,” publicized the concept of “cyber 

predators” on its popular “To Catch a Predator” series.156  The program raised the issue of 

the role of “cyber vigilante” groups in the program’s sting operations.157  Each program 

has chronicled the work of the self-proclaimed Internet sleuth group Perverted Justice 

(“PJ”).  Founded in July 2003, PJ is a volunteer organization that trains its members to 

pose as minors in Internet chat rooms in order to catch cyber predators.  Initially, PJ 

worked independently of law enforcement.  It would conduct sting operations to identify 

cyber predators, and then simply post information about the predators on the Web to 

subject them to public ridicule.  In 2004, PJ began collaborating with law enforcement 

agencies and Dateline.   In some cases, PJ members have actually been deputized by local 

sheriff’s offices in order to carry out their operations in a manner that is consistent with 

local statutes.158 

 

While some feel that PJ’s goals are laudable, many law enforcement agents raise 

legitimate concerns about its methodology, and Dateline’s six-figure compensation of PJ 

has been criticized as providing an incentive for volunteers to be overzealous.  The head 

of the New York State ICAC Task Force, Lieutenant Joseph Donohue, has noted that 

“decoys impersonating teenagers may be too aggressive, not understanding the need to let 

predators initiate the sexual chat and therefore not gathering chat-log evidence that will 

                                                 
155 Testimony of Edward Suk, June 14, 2006, at 70. 
156 The series has attracted an average of 9.1 million viewers per show.  Allen Salkin, Web Site Hunts 

Pedophiles, and TV Goes Along, N.Y. Times, Dec. 13, 2006, available at http://www.nytimes.com/2006/ 
12/13/technology/13justice.html?ex=1323666000&en=fa5d328030a25995&ei=5088&partner=rssnyt&emc
=rss. 
157 See Paul Farhi, Dateline Pedophile Sting: One More Point - NBC Collaboration Raises Eyebrows as 
Well as Awareness, Washington Post, Apr. 9, 2006, available at http://www.washingtonpost.com/wp-
dyn/content/article/2006/04/08/AR2006040801293.html. 
158 Paul Farhi, Dateline Pedophile Sting: One More Point - NBC Collaboration Raises Eyebrows as Well as 
Awareness, Washington Post, Apr. 9, 2006, available at http://www.washingtonpost.com/wp-
dyn/content/article/2006/04/08/AR2006040801293.html. 
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stand up in court.”159  During one sting operation in Fairfax County, Virginia, neither 

Dateline, nor PJ, informed local law enforcement about their operation.  PJ also failed to 

comply with local laws in conducting its operation.  As a result, Fairfax County law 

enforcement had difficulty prosecuting cases against the individuals exposed by the 

Dateline-PJ sting.160 

   

By contrast, professionals in law enforcement who conduct Internet predator 

stings are trained not to take any affirmative action that could result in an entrapment 

claim by a defendant.  They are taught to adhere to strict rules of engagement, which 

prohibit them from inducing the commission of a crime, soliciting the perpetrator or 

initiating dialogue of a sexual nature.161  Officers receive specialized training prior to 

conducting sting operations, and are well versed in the requisite criminal elements of the 

relevant crimes to ensure successful prosecution.   

 

CONCLUSIONS AND RECOMMENDATIONS 

 
Based upon its comprehensive nine-month investigation, the Commission 

concludes that the proliferation of Internet crimes and other Internet-related threats 

against children throughout the State and the country pose an imminent threat to the 

public safety and public welfare of the citizens of New York State.   The Internet is in 

many ways a modern playground, but unlike a physical playground, where diligent 

parents can easily protect children from interlopers, the Internet provides access for 

predators to meet children.  Internet crimes against children have reached epidemic 

proportions and require long-term, substantive, innovative legislation and sentencing 

options that appropriately address this devastating assault on our children. 

 

                                                 
159 Allen Salkin, Web Site Hunts Pedophiles, and TV Goes Along, N.Y. Times, Dec. 13, 2006, available at 

http://www.nytimes.com/2006/12/13/technology/13justice.html?ex=1323666000&en=fa5d328030a2599&e
i=5088&partner=rssnyt&emc=rss. 
160 Paul Farhi, Dateline Pedophile Sting: One More Point - NBC Collaboration Raises Eyebrows as Well as 
Awareness, Washington Post, Apr. 9, 2006, available at http://www.washingtonpost.com/wp-
dyn/content/article/2006/04/08/AR2006040801293.html. 
161 Testimony of Michael Delohery, June 14, 2006, at 105-106. 
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To combat this evolving problem effectively, the State must enact comprehensive 

new legislation to protect children and the general public from those who wish to 

perpetrate criminal activity online.   Just as the crime and the criminal have evolved, so 

too must law enforcement efforts.  Accordingly, the Commission makes the following 

recommendations: 

 

Define “Depicts” as Applied to Disseminating Statute  

 

The Commission recommends that the State enact legislation that would define 

the word “depicts” to include both words and pictures, as used in Penal Law § 235.22 – 

Disseminating Indecent Materials to Minors in the First Degree.  Defining the word in 

this manner will recognize predators’ use of words in grooming children in order to 

entice children online. 

 

Institute Graduated Sentencing for Child Pornography Offenses 

 

The State’s current sentencing system for Penal Law Article 263 – Sexual 

Performance by a Child – offenses is archaic.  It fails to comprehend a world in which 

computer technology makes possible the possession and promotion of thousands of child 

pornography images.  Requiring prosecutors to charge a defendant with thousands of 

counts in order to seek punishment commensurate with the possession or promotion of 

that many images is impractical.  Accordingly, the Commission recommends amending 

Article 263 so that sentences are proportional to the number of images of child 

pornography possessed or promoted. 

 

Increase Punishment for Cyber Crimes Against Children 

 

The Commission recommends that the State increase punishment for convictions 

under Article 263 – Sexual Performance By A Child – and under Penal Law 235.22 – 

Disseminating Indecent Material to Minors in the First Degree.  Currently, offenses under 

Article 263 are classified as D and E felonies, carrying possible sentences as mild as 
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probation.  Convictions under these statutes must result in meaningful sentencing to 

recognize the harm done to young victims and to result in specific and general deterrence. 

The current designations, however, fail to do so. 

 

The Commission further recommends that the State raise Disseminating Indecent 

Material to Minors in the First Degree from a class D felony to a class C felony.  Raising 

the classification will ensure that the punishment for this offense is commensurate with 

the harm caused by its commission. 

 

Create an Independent Luring Statute 

 

The Commission recommends that New York State criminalize, as a class C  

felony, the act of enticing a child into an area or act by false promises or rewards, where 

the child’s welfare would likely be endangered.  Currently, the State lacks a statute that 

criminalizes the luring of a minor – over the Internet or otherwise – for the purpose of 

committing a violent or sexual act.  Accordingly, the luring of a minor that occurs wholly 

within New York State can only be prosecuted as Endangering the Welfare of a Child, a 

class A misdemeanor.  The crime of luring differs from the crime addressed by the 

current Disseminating statute because, with the latter statute, the sexually explicit online 

communication – the depiction of indecent material – is the focus, not the meeting that 

often occurs afterward. 

 

Amend Sex Offender Registration Act Scoring for Cyber Predators 

 

The Commission recommends that the State amend Article 6-C, Section 168-L, of 

the Correction Law – the Sex Offender Registration Act or “SORA.”  SORA was enacted 

to address the threat posed by sexual predators.  Where a defendant attempts to solicit sex 

from a person he perceives to be a minor, he should be held accountable for his intent and 

actions, and SORA scoring should apply as if he had actually solicited sex from a minor.      
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The Commission also recommends that, in cases where the defendant is convicted 

of a SORA-registerable offense, the fact that the defendant also possessed images of child 

pornography should be a factor taken into consideration when assessing the defendant’s 

Sex Offender Registration level. 

 

Allow Business Records Hearsay Exception for Internet Service Provider Information 

 

The Commission recommends that the State allow the Business Records Hearsay 

Exception to apply to ISP records for purposes of grand jury presentations.  The current 

requirement that this basic information be presented through live testimony poses an 

unnecessary and wasteful burden on prosecutors. 

 

Institute Mandatory Internet Safety Curriculum in Schools  

 

The Commission recommends that the State institute a mandatory, uniform, age-

appropriate Internet safety curriculum throughout all public schools.  The curriculum 

should evolve as new threats are identified.   Schools are charged with the responsibility 

of promoting the intellectual growth and social development of students and as such, they 

must embrace their roles as critical partners in the effort to combat cyber crimes against 

children.  Academic institutions have a central role to play in protecting children from 

cyber crimes and other Internet related threats. 

 

In the past, the State’s schools have tackled critical issues like drug use and 

teenage pregnancy by mandating training and allowing young people to take control of 

their lives.  Just as schools have recognized the need to be proactive in those cases, they 

must take affirmative steps to protect students from this modern threat and its potentially 

deadly consequences. 
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Increase Resources for Law Enforcement and Public Awareness 

 

The Commission recommends that the State allocate more dedicated resources to 

assist in law enforcement efforts to combat Internet crimes against children.  More 

training and resources will increase law enforcement’s ability to target these cases more 

effectively and vigorously. 

 

While television programs have served to publicize the threat of cyber crime, the 

Commission recognizes the importance of instilling in parents and children an 

understanding that this sort of crime does not just happen to someone else.  Accordingly, 

the Commission recommends public awareness campaigns to address the threat of cyber 

crime.  Raising true awareness for parents is critical.  Many of the suggestions the 

Commission heard are sound and cost-effective.   They include encouraging employers to 

incorporate Internet safety awareness programs as part of employee wellness initiatives, 

airing public service announcements in movie theatres, and the inclusion of Internet 

safety flyers in vehicle registration renewal forms or other government mailings. 
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NEW YORK STATE STATUTES GOVERNING 

CHILD PORNOGRAPHY AND ENTICEMENT CRIMES 

 

 

 

P.L. 

Section 

 

Prohibits 

 

Minimum 

 

Maximum 

 

Disseminating 
Indecent  
Material to 
Minors 
P.L. § 235.22 – 
D felony 

Sending of indecent material depicting 
sexual conduct to minor via a computer 
for the purpose of soliciting the minor to 
engage in sexual conduct for the 
perpetrators benefit 

Not less 
than 1 year   
Not more 
than 2 ⅓ 
years 

Not less 
than 3 years   
Not more  
than 7 years 

Promoting an 
Obscene 
Performance by 
a Child 
P.L. § 263.10 – 
D felony 

Producing, directing, promoting an 
obscene performance which includes 
sexual performance by a child less than 
17 years old. 

Not less 
than 1 year   
Not more 
than 2 ⅓ 
years 

Not less 
than 3 years   
Not more  
than 7 years 

Possessing an 
Obscene 
Performance by 
a Child 
P.L. § 263.11 – 
E felony 

Knowingly having in one’s possession or 
control any obscene performance, which 
includes sexual conduct by a child less 
than 16 years old. 

Not less 
than 1 year 

Not less 
than 3 years 
Not more  
than 4 years 

Promoting a 
Sexual 
Performance by 
a Child 
P.L. § 263.15 – 
D felony 

Producing, directing or promoting any 
performance, which includes sexual 
conduct by a child less than 17 years old. 

Not less 
than 1 year   
Not more 
than 2 ⅓ 
years 

Not less 
than 3 years   
Not more  
than 7 years 

Possessing a 
Sexual  
Performance by 
a Child 
P.L. § 263.15 – 
E felony 

Knowingly possessing or controlling any 
performance, which includes sexual 
conduct by a child less than 16 years old. 

Not less 
than 1 year 

Not less 
than 3 years 
Not more  
than 4 years 

Endangering the 
Welfare  
Of a Child 
P.L. § 260.10 –
A misdemeanor 

Knowingly acting in a manner likely to be 
injurious to the physical, mental or moral 
welfare of a child less than 17 years old or 
directs or authorizes such child to engage 
in an occupation involving a substantial 
risk or danger to his life or health 

None  Up to 1 
year 
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FEDERAL STATUTES GOVERNING 

CHILD PORNOGRAPHYAND ENTICEMENT CRIMES 

 

 

18 U.S.C. 

Section 

 

Prohibits 

 

Minimum 

 

Maximum 

2251(a) Employing, using, or enticing 
a minor to engage in sexually explicit 
conduct for the purpose of producing 
a visual depiction of that conduct 

15 years- 
1st offense 
25 years – 
2ndoffense 
35 years – 
3rd offense 
 

30 years –  
1st offense 
50 years –  
2ndoffense 
Life – 
3rdoffense 

2251(b) Parent or guardian permitting a minor to 
engage in sexually explicit conduct for the 
purpose of producing a visual depiction of 
that conduct. 

Same as  
above 

Same as above 

2251(d) Advertising to receive, trade, buy, or 
distribute a visual depiction of a minor 
engaging in sexually explicit conduct or to 
participate in any act of sexually explicit 
conduct with a minor for the purpose of 
producing a visual depiction of that conduct 

Same as  
above 

Same as above 

2252(a)(1) Transporting a visual depiction of a minor 
engaging in sexually explicit conduct 

5 years – 
1st offense 
15 years – 
2nd 
offense 

20 years – 
1st offense 
40 years – 
2nd offense 

2252(a)(2) Receiving or distributing a visual depiction 
of a minor engaging in sexually explicit 
conduct 

Same as  
above 

Same as above 

2252(a)(3) Selling, or possessing with intent to sell, a 
visual depiction of a minor engaging in 
sexually explicit conduct 

Same as  
above 

Same as above 

2252(a)(4) Possessing a visual depiction of a minor 
engaging in sexually explicit conduct 

None – 
1st offense 
10 years – 
2nd 
offense 

10 years – 
1st offense 
20 years 
2nd offense 

2252A(a)(1) Transporting child pornography 5 years – 
1st offense 
15 years – 
2nd 
offense 

20 years – 
1st offense 
40 years – 
2nd offense 

2252A(a)(2) Receiving or distributing child pornography Same as  
above 

Same as above 
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2252A(a)(3) Reproducing child pornography for 
distribution, or advertising material as an 
obscene visual depiction of a minor 
engaging in sexually explicit conduct or as a 
visual depiction engaging in sexually 
explicit conduct 

Same as  
above 

Same as above 

2252A(a)(4) Selling, or possessing with intent to sell, 
child pornography 

Same as  
above 

Same as above 

2252A(a)(5)  
Possessing child pornography 

None – 
1st offense 
10 years – 
2nd 
offense 

10 years – 
1st offense 
20 years 
2nd offense 

2252A(a)(6) Distributing child pornography to a minor 
for purposes of persuading a minor to 
engage in illegal activity 

5 years – 
1st offense 
15 years – 
2nd 
offense 

20 years – 
1st offense 
40 years – 
2nd offense 

2422(a) Persuading, inducing, enticing, or coercing 
any person to travel to engage in prostitution 
or any sexual activity for which any person 
can be charged with a criminal offense 

None 20 years 

2422(b) Persuading, inducing, enticing, or coercing 
any person under 18 to engage in 
prostitution or any sexual activity for which 
any person can be charged with a criminal 
offense 

5 years 30 years 

2423(a) Transporting a person under 18 with intent 
that the person engage in prostitution or any 
sexual activity for which any person can be 
charged with a criminal offense 

5 years 30 years 

2423(b) Traveling for the purpose of engaging in any 
illicit sexual conduct with another person 

None 30 years 

2425 Transmitting information about a person 
under 16 with the intent to entice, 
encourage, or solicit any person to engage in 
any sexual activity for which any person can 
be charged with a criminal offense 

None 5 years 
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INTERNET CRIMES AGAINST CHILDREN STATE STATUTES 

 
 
Alabama Ala. Code §13A-6-110, Soliciting a child by computer 

Ala. Code §13A-6-111, Transmitting obscene materials to a child 
by computer 

 
Arizona A.R.S. §13-3506.01, Furnishing harmful items to minors, internet 

activity, classification, definitions                                                                       
A.R.S. § 13-3554, Luring a minor for sexual exploitation; 
classification 

 
California Cal. Penal Code § 288, Lewd or lascivious crimes against children 

under 14 
 
Colorado Colo. Rev. Stat. §13-21-1002, Computer dissemination of indecent 

material to a child – prohibition.  
Colo. Rev. Stat. §13-21-1003, Civil penalty – action for recovery-
distribution of proceeds-attorney fees  
Colo. Rev. Stat. § 18-3-306, Internet luring of a child 
Colo. Rev. Stat. § 18-3-405.4, Internet sexual exploitation of a 
child  

 
Delaware Del. Crim. Code, Chapter 5 – Specific Offenses, Subchapter V, 

Offenses Relating to Children and Incompetents, Subpart A Child 
Welfare; Sexual Offenses, § 1112A. Sexual solicitation of a child;  

 
Florida  Fla. Stat. §847.0135, Computer pornography, penalties  
 
Georgia Ga. Code § 16-12-100.2, Computer Pornography and Exploitation 

Prevention Act o 1999 
 
Hawaii Hawaii Rev. Stat. §707.756, Electronic Enticement of a child in the 

first degree, 707.757, Electronic enticement of a child in the 
second degree 

 
Idaho Idaho Code §18-1509A, Enticing of children over the Internet, 

Penalties, Jurisdiction  
 
Illinois  Ill. Rev. Stat. Ch. 720 §5/11-6, Indecent Solicitation of a child  
 
Indiana  Ind. Code §35-42-4-4, Child exploitation; possession of child 

pornography; violation classification; exemption; definition                   
Ind. Code §35-42-4-6, Child solicitation 
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Michigan Mich. Comp. Laws § 750.145a, Accosting, enticing or soliciting 
child for immoral purpose.  
Mich. Comp. Laws § 750.145d, Use of Internet or computer 
system; prohibited communication; violation; penalty; order to 
reimburse state or local governmental unit; definitions. 
 

Minnesota Minn. Stat § 609.352, Solicitation of children to engage in sexual 
conduct. 

 
Missouri Mis. Rev. Stat. § 566.151, Enticement of a child, penalties. 
 
Nebraska Neb. Rev. Stat. § 28-320.02, Sexual assault; use of computer; 

prohibited acts; penalties. 
 
Nevada Nev. Rev. Stat. § 201.560, Definitions; exceptions; penalties. 
 
New Hampshire N.H. Rev. Stat. Ann. § 649-B-3, Computer pornography 

prohibited. 
N.H. rev. State. Ann. § 649-B-4, Certain Uses of Computer 
Services Prohibited. 

 
North Carolina N.C. Gen. Stat. § 14-202.3, Solicitation of child by computer to 

commit an unlawful sex act. 
 
Oklahoma Okla. Stat. Tit. 21 § 1040.13a, Solicitation. 
 
Pennsylvania Penn. Stat. § 6318, Unlawful contact or communication with 

minor. 
 
Rhode Island R.I. Gen. Laws § 11-37-8.8, Indecent solicitation of a child. 
 
South Dakota S.D. Codified Laws Ann. § 22-24A-5, Solicitation of a minor. 
 
Texas Tex. Penal Code Ann. § 33.021, Online solicitation of a minor. 
  
Utah Utah Code Ann. § 76-4-401.   Enticing a minor over the Internet -

Elements - Penalties. 
 
Vermont Vt. Stat. Ann. Tit. 13 § 2828, Luring a child. 
 
Virginia Va. Code § 18.2-374.3,Use of communications systems to 

facilitate certain offenses involving children.   
 
West Virginia W. Va. Code § 61-3C-14b, Soliciting, etc. a minor via computer; 

penalty. 
 

 


